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Abstract—WebAssembly (Wasm) has emerged as a powerful
technology for executing performance-critical code and reusing
legacy code in web browsers. With its increasing adoption,
ensuring the reliability of WebAssembly code becomes paramount.
In this paper, we study how well WebAssembly compilers fulfill
code reusability. Specifically, we investigate (a) the challenges that
arise when cross-compiling a high-level language codebase into
WebAssembly, and (b) how faithfully WebAssembly compilers
preserve code semantics in this new binary. Through a study of
open-source codebases, we identify the key challenges in cross-
compiling legacy C/C++ code into WebAssembly, highlighting
the risks of silent miscompilation and compile-time errors. We
categorize these challenges based on their root causes and propose
corresponding solutions. We then introduce a differential testing
framework, named WASMCHECKER, to check the semantic
equivalence between native x86-64 and WebAssembly binaries.
Using WASMCHECKER, we provide evidence that WebAssembly
compilers do not necessarily preserve original code semantics.
Our analysis shows that such miscompilation occurs due to
non-uniform implementations of standard libraries, unsupported
system calls / APIs, WebAssembly’s unique features, and compiler
bugs. In particular, we identified 11 new bugs in the Emscripten
compiler toolchain. As proof of concept, we publicly release our
framework and the collected dataset of open-source codebases.

Index Terms—WebAssembly, differential testing, compilation
challenges, code semantic equivalence

I. INTRODUCTION

WebAssembly, also known as Wasm, is a statically typed
binary instruction format that serves as a portable compilation
target for high-level programming languages such as C, C++,
Rust, and Go [1]. It has been designed to provide a compact,
platform-independent bytecode that can be executed within a
web browser at a speed close to that of native binaries. This
feature encourages web developers to use WebAssembly for
performance-intensive applications, such as gaming [2], virtual
reality [3], [4], and audio / video processing [5], [6].

Since its inception in 2017, WebAssembly has gained
significant adoption and support from vendors of major
browsers, including Chrome, Firefox, Safari, and Edge [7]. The
WebAssembly ecosystem is currently expanding beyond the
browser into a multitude of domains, from edge computing [8],
[9] to Internet of Things (IoT) devices [10]–[13] and smart
contracts [14]–[16]. This expansion has led to the develop-
ment of various compilers for translating high-level language
programs into low-level WebAssembly code [17]–[22].

Although achieving higher execution speeds is a significant
motivation for WebAssembly development, this is not the only
objective. WebAssembly also aims to facilitate code reuse

in web development by enabling the seamless integration
of existing codebases / libraries into web applications instead
of writing JavaScript code from scratch. This assumes that
programmers can easily compile high-level language code into
WebAssembly to use as part of web applications.

However, a review of issue reports in WebAssembly compiler
repositories shows that developers frequently encounter diffi-
culties when porting their code into Wasm [23], [24]. Besides,
recent studies [25]–[27] indicate that the security behavior of
the programs may not be preserved in WebAssembly due to
the immaturity of WebAssembly compilers and implementation
discrepancies among WebAssembly runtimes [28]. These
studies specifically highlight that unexpected memory vulnera-
bilities [29]–[31] may become exploitable when programs are
compiled into Wasm binaries. This mainly occurs because of
WebAssembly’s linear memory model and the lack of security
protection mechanisms, such as stack canaries, in existing
WebAssembly compilers.

In addition, Romano et al. [32] provide a systematic analysis
of bugs in WebAssembly compilers, which highlights unique
challenges that can introduce buggy behaviors specific to this
target architecture. For instance, while C/C++ supports a fully
synchronous execution model, browsers intrinsically execute
JavaScript code asynchronously. Therefore, compiler developers
must ensure that synchronous operations in C/C++ code are
properly ported to the asynchronous browser environment.
Otherwise, the asynchronous execution of such operations may
result in bugs and unexpected program behaviors.

Considering these challenges, if WebAssembly is to be a
viable method for using legacy code in web applications, the
developer community must first ensure that the original code
semantics remains consistent when compiling into WebAssem-
bly. Otherwise, unexpected behaviors in WebAssembly code
can introduce new, severe bugs into web applications.

In this paper, we aim to understand how effectively con-
temporary WebAssembly compilers enable code reusability.
Unlike previous studies [25]–[27], which exclusively examine
the security behavior of programs compiled to WebAssembly,
we target the functional behavior of code. We specifically focus
on the following two questions in our investigation:

RQ1. What challenges arise when cross-compiling high-level
language code into WebAssembly?

RQ2. How well do WebAssembly compilers preserve source
code semantics in the resulting Wasm binaries?



We first focus on RQ1 to investigate whether cross-compiling
C/C++ applications into WebAssembly is straightforward and to
identify the challenges that arise during the compilation process.
We collected 115 open-source C/C++ projects and manually
built them into x86-64 and WebAssembly binaries. We observed
that the compilation and build process in WebAssembly is
not always as straightforward as for native binaries. In many
cases, challenges such as unsupported APIs, incorrect compiler
settings, and dependency issues cause the compilation and build
process in WebAssembly to fail. We divide these failures into 6
categories based on their root causes and discuss corresponding
solutions.

Next, to answer RQ2, we use a test-driven approach to eval-
uate code semantics in native (e.g., x86-64) and WebAssembly
binaries. Large-scale projects typically contain rich test cases
usable for regression testing, refactoring, and code maintenance.
We leverage these tests and propose WASMCHECKER, a
framework for differential testing between native binaries and
their WebAssembly counterparts. Given a C/C++ program and
a set of test cases which evaluate its functional correctness,
WASMCHECKER first builds the source code alongside the
test cases into two distinct binaries, x86-64 and WebAssembly.
It then compares the functional behavior of the program in
two binaries by executing tests and comparing their outcomes,
thereby reporting potential dissimilarities between them.

To assess how faithfully WebAssembly compilers preserve
code semantics, we deployed WASMCHECKER on 135 open-
source C/C++ projects, comprising 34,480 test cases. This
involves 115 projects studied in the first phase and a random
sample of 20 new projects. WASMCHECKER reported that out
of 5,862 executable tests, 226 exhibited differing outcomes
across the two binaries. We analyzed the discrepancies and
their underlying root causes to highlight disparities between
WebAssembly compilers and traditional C/C++ ones. We also
identified and reported 11 new confirmed bugs within the most
widely-used WebAssembly compiler, Emscripten [17].
Contributions. This paper makes the following contributions:

• We identify the key challenges of compiling high-level lan-
guage code into Wasm binaries and the ones that jeopardize
the reliability of WebAssembly code (Sections III and IV-A).

• We present WASMCHECKER, a differential testing tool for
checking semantic equivalence between x86-64 binaries of
C/C++ code and their Wasm counterparts (Section IV-B).

• We evaluate WASMCHECKER on 135 open-source projects
with 34,480 test cases from GitHub, showcasing the gaps in
code semantics translation between WebAssembly compilers
and C/C++ compilers (Section IV-C).

• We identified 11 new bugs within the Emscripten compiler,
all of which were confirmed by the Emscripten developers.

• We make the collected dataset of open-source codebases and
the source code of WASMCHECKER publicly available.

II. METHODOLOGY

We designed a two-phase study to understand how effectively
WebAssembly compilers enable legacy code reuse.

The first phase of our study focuses on identifying potential
challenges one may encounter when compiling codebases
from high-level languages into WebAssembly using currently
available compilers. We attempted to build the codebases
of 115 projects collected in a dataset into both x86-64 and
WebAssembly. These projects cover a wide range of real-world
codebases with diverse code constructs. In doing so, we sought
to discover common scenarios where, unlike compiling code
into native binaries, cross-compiling it into WebAssembly fails
and requires changes to the codebase. We classified observed
failures into 6 categories and determined whether each of them
needs fundamental changes to the code or whether they can
be resolved by simply modifying build scripts.

The second phase of our study focuses on examining the
effectiveness of WebAssembly compilers in preserving code
semantics. We design WASMCHECKER as a differential testing
framework by taking advantage of open-source tests to compare
the functional behavior of a given codebase across two different
binaries. Our framework first systematically builds the codebase,
including the source code and test cases, into two different
binaries. Then, it executes executable tests in these binaries and
captures their outcomes to subsequently compare and report
potential discrepancies. Using this approach, we provide a
witness that cross-compiling C/C++ code into WebAssembly
does not necessarily preserve code semantics.

A. Compiler Toolchain

In this study, we use Emscripten, the most widely-used
compiler toolchain for WebAssembly [32], to build projects
in Wasm binaries. We also use the GNU Compiler Collection
(GCC) [33] and Clang [34] to build x86-64 binaries.

Figure 1 depicts the internal structure of Emscripten as an
LLVM-based compiler. It first takes C/C++ code and uses
Clang as the frontend to analyze the syntax and semantics of
the source code. Clang translates the parsed code into LLVM
Intermediate Representation (IR), which is then optimized for
size and efficiency. Next, the LLVM WebAssembly backend
translates the optimized IR into WebAssembly code and
produces WebAssembly object files. Finally, the wasm-ld linker
combines multiple generated object files with required libraries
to create a single executable or shared library.

Passing optimization flags to Emscripten at compile time
also adds a multi-pass optimization process to the linking phase
to improve the performance and reduce the executable code
size (dashed step in Figure 1). Specifically, Binaryen [18] is
used for optimizations such as code inlining at the level of
Wasm modules and the Emscripten’s JS optimizer is applied
to optimize the glue code. The compiler also optimizes the
combined code (Wasm + JavaScript) by minifying imports and
exports between the two and eliminating dead code [35].

Since the WebAssembly module produced by Emscripten
is not standalone and cannot directly interact with Web APIs,
Emscripten also generates JavaScript glue code to instantiate
the WebAssembly module. This glue code is responsible for
importing necessary functions, allocating memory, emulating
the local file system, and translating errors into exceptions.
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Fig. 1: Emscripten compiler architecture.

B. Data Collection

To gain an insight into the challenges ahead when compiling
code in WebAssembly, we collected a dataset of 115 open-
source C/C++ projects. This involves a variety of libraries for
document parsing (e.g., JSON, YAML, XML), mathematical
computation, and data structure implementations. We specif-
ically targeted CMake-based projects on GitHub with (a) a
set of test cases written either manually or by using testing
frameworks (e.g., Catch2 [36], GoogleTest [37]), as evidenced
by the test / tests directory in the repository, (b) a CMake
build script (i.e., CMakeLists.txt) in the root directory, since
Emscripten provides emcmake utility that facilitates the build
process in WebAssembly, and (c) over 50 stars, which generally
suggest project maturity and higher code quality.

We used the GitHub Search API [38] to collect repositories
that meet the above criteria, resulting in an initial dataset of
180 projects. We next conducted a two-phase refinement on the
collected dataset. First, by reading the documentation of each
project, we filtered out 46 codebases explicitly designed for
platform-specific tasks, e.g., efficient memory management
for Windows applications. This ensures that we focus on
projects designed for general tasks that can be performed
on any platform, including the web environment. Second, we
built all the remaining projects in native x86-64 binaries using
both GCC and Clang, and ruled out 19 projects for which the
build process failed, mostly due to outdated build scripts.

Table I summarizes the final dataset. Note that executable
tests refer to files that execute one or more test cases. When
discussing executable tests in the context of native binaries,
we refer specifically to ELF files that execute tests on a native
platform, e.g., in our case, a server running Ubuntu 22.04
LTS. Conversely, in the context of WebAssembly, executable
tests refer to JavaScript files that instantiate and manage
WebAssembly modules produced by cross-compiling test cases.

C. Building the Codebases

Using provided build scripts, we attempted to build 115
projects in both x86-64 and WebAssembly. Consider yaml-
cpp [39], a YAML parsing library, for example. We use the
following command to build this project into two binaries
(command options in [ ] are used only for WebAssembly):

$ mkdir build && cd build && [emcmake] cmake ..
-DYAML CPP BUILD TESTS=ON && [emmake] cmake --build .

This way, we could successfully build 81 projects (70%)
in WebAssembly using the original build scripts. However,
breaking errors were introduced into the build procedure when

TABLE I: Overview of the collected exploratory dataset.

Functionality Projects KLOC Test Cases Exe.Tests

Utility (e.g., formatting, logging) 40 1,302 14,308 1,929
Data parsing/serialization/management 25 1,436 5,529 712
Algorithms and data structures 23 795 3,684 2,767
Mathematical/graphical/numerical computation 20 4,830 2,339 550
Networking and web 7 2,055 3,042 435

Total 115 10,420 28,902 6,393

we tried to build the remaining 34 projects (30%) in Wasm.
We analyzed these build errors to understand their root causes,
which we categorize in the next section.

III. RQ1: CODE COMPILATION CHALLENGES

We now discuss the main challenges we encountered
when building real-world projects in WebAssembly and their
distribution as shown in paragraph headings. We encountered
a total of 44 compilation and linking errors, which could be
divided into 6 categories based on their underlying reasons.
Note that one may need to address multiple challenges when
compiling a C/C++ codebase into WebAssembly.

1) Undefined symbols (11 of 44): If the code refers to
functions / variables not defined within the program and linked
libraries, Emscripten will generate an undefined symbol error,
which indicates the object file / library containing the symbol
definition is not properly linked. A frequently observed case
is the undefined symbol: stack chk guard error, which results
from the lack of support for Stack Smashing Protection (SSP),
a security mechanism to detect buffer overflows [40].

Upon calling a function, the SSP inserts a value, called
the stack canary, into the call stack before inserting the local
variables of the callee procedure. This value is stored in the
stack chk guard variable. The SSP also adds instructions

before the function’s return, checking whether the canary value
was preserved intact. If it fails to pass the sanitary check,
a failure function, namely stack chk fail, is called which
terminates the program to prevent stack-based attacks.

Traditional C/C++ compilers like GCC and Clang have an
option to enable SSP (e.g., −fstack−protector), which adds
the necessary stack protector support when compiling C/C++
code. As depicted in Figure 2, this option declares the external
variable stack chk guard and the function stack chk fail

in the code alongside defining the canary variable. It also adds
a code section to check the canary value and call the failure
handler function. The compiler then produces object files for
the resulting code, which are later combined by the linker and
linked against the stack protector runtime library (e.g., libssp
in GCC) in order to resolve references to external symbols.

Since Emscripten internally uses Clang to compile C/C++
code into LLVM IR, it supports most Clang compiler options,
including those that enable SSP. However, Emscripten does
not offer a runtime library to support stack protection. As a
result, the wasm-ld linker introduces an error when a program
tries to link an object file with stack protection calls inserted.

Besides the lack of SSP support, other limitations in the
Emscripten compiler also result in undefined symbol errors. For
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Fig. 2: Stack smashing protection in C/C++ compilers.

example, since WebAssembly is executed in a virtual machine,
the functionality of POSIX APIs that depend on access to the
operating system or hardware must be emulated without real
access to system resources. Currently, Emscripten only partially
emulates certain POSIX APIs (e.g., for file system access) and
does not support the remaining ones. Hence, an undefined
symbol error may arise when the source code contains calls to
these API functions.

WebAssembly’s official documentation [41] leaves it to
the compiler to adapt the standard interfaces to the available
imports of the host environment. Nevertheless, current versions
of WebAssembly compilers do not thoroughly perform this
adaptation. In the case of Emscripten, unsupported API calls
must be removed from code to make it portable to Wasm.

2) Missing third-party libraries (6 of 44): Reusing third-
party libraries as dependencies is a common practice to save
time and manpower in software development [42]. Large-scale
codebases often use third-party libraries such as Boost [43],
which extends the C++ standard library with functions and
structures for linear algebra, random number generation, etc.
When building such codebases in WebAssembly, CMake is
unable to locate the header files for these third-party libraries,
thereby raising errors. To build these codebases, one needs
to first build the required libraries in WebAssembly and link
them with the main program. Only a limited number of useful
libraries have currently been ported to WebAssembly, which
reside in emscripten-ports repositories [44]. Each ported library
can be used via a specific compiler flag. For example, to com-
pile a codebase that uses the Boost library, the compiler option
USE BOOST HEADERS should be set. This instructs Emscripten to
fetch the Boost library from the remote server, set it up, build
it locally, and link it against the project.

3) Target-dependent warnings (7 of 44): The compiler
option −Werror is used to treat warnings as errors. When
this flag is enabled, warnings which are generated during the
compilation process cause the compiler to halt and prevent it
from generating executable code. In our dataset, some projects
enforce a stricter code standard by enabling −Werror in their
build scripts. This can result in build failures in WebAssembly,
even though the codebase can still be compiled into a native
binary. Due to different compilation targets (i.e., x86-64 and
Wasm), a compiler may generate warnings while the other
smoothly compiles the same code without introducing warnings.
We call such warnings target-dependent.

For example, enabling the −mtune flag allows traditional
compilers to optimize code performance for a given processor.
In particular, setting −mtune=native optimizes the binary code
for the processor on which the compilation takes place without
restricting it to run only on that processor. Since Emscripten
cross-compiles code into platform-independent WebAssembly,
this setting is disregarded by the compiler, followed by
producing an unused compilation argument warning. This
warning alongside the enabled −Werror results in build failures.
In such cases, disabling −Werror or warning-triggering options
(e.g., −mtune) allows the compilation to proceed without
affecting the functionality of the resulting code.

4) Architecture- and platform-specific code (5 of 44): Code-
bases that use architecture- or platform-specific instructions fail
to be built in WebAssembly using Emscripten. For example,
C/C++ code with architecture-specific inline assembly (e.g., an
asm() containing x86-64 code) is not portable. We found that
some codebases in the dataset were designed and optimized to
run on 64-bit platforms. Also, some codebases are platform-
dependent and use Linux-specific headers. Such codebases
need fundamental changes to their source code before they can
be ported to WebAssembly.

5) Incompatible compiler options (11 of 44): Traditional
C/C++ compilers provide flags specific to code compilation for
native platforms and hardware-specific optimizations. These
flags are not available in Emscripten as it targets WebAssembly,
which is platform-independent and runs in web environments.
For instance, the flag −march instructs the compiler to generate
optimized code for a user-specified processor by leveraging
processor-specific instructions. The optimization flag −Ofast
is another compiler option which is unavailable on Emscripten.
It enables optimizations not permitted by the standard C and
C++ specifications, aiming to improve performance potentially
at the cost of standards compliance.

Conversely, Emscripten introduces new compiler options for
memory management, multithreading, and exception handling,
which differ from those available in traditional compilers.
Although these default-disabled options often lead to runtime
failures rather than build failures, we observed cases where
failing to activate Emscripten-specific options at compile time
could also trigger build errors. We discuss these options in
detail in the subsequent sections.

6) WebAssembly compiler bugs (4 of 44): We also observed
that the build process for a few codebases failed due to
compiler bugs. We identified 5 new bugs in Emscripten versions
3.1.54–63, which triggered build errors across 4 projects in the
dataset. Specifically, 4 bugs refer to implementation defects
in the LLVM libc++ headers utilized by Emscripten as the
C++ standard library, and 1 bug results from the incomplete
implementation of functions within the xlocale.h header.
We also uncovered 6 other bugs which did not break the
compilation process. These bugs instead affect the semantics
of the Wasm binaries and compromise their runtime reliability.
We will elaborate on an example of such bugs in Section IV-C.



Takeaways: Porting legacy C/C++ code to WebAssembly
often involves challenges whose resolution either requires
appropriate adjustments to the compiler settings (e.g., deletion
of troublesome compiler options) or necessitates significant
changes to the source code (e.g., adaptation of unsupported
APIs and architecture-specific instructions).

IV. RQ2: WEBASSEMBLY CODE RELIABILITY

To investigate whether the compiled WebAssembly code is
semantically identical to the native x86-64 binary, we first need
a systematic approach to compare the semantics of two different
binaries produced from the same codebase. We note that two
executables are semantically equivalent if they generate the
same outputs for every possible input [45]. However, because
an exhaustive analysis is not feasible in practice, we have to
confine our scope and rely on the set of test cases provided
by developers to dynamically assess the functional behavior
of the codebase.

Given a source program P and its test set T , we compile
both P and T into two different binaries. A test case t ∈ T
might pass or fail when executed in each binary. Let ot and
o′t be boolean variables taking values corresponding to the
outcome of test case t in native binary and WebAssembly,
respectively (i.e., equal to 1 if t passes and 0 otherwise).
With these definitions, if the native binary and WebAssembly
versions of both P and T are semantically equivalent, then for
all t ∈ T , it must be the case that ot = o′t.

As mentioned in Section II-C, Emscripten could successfully
build the codebases of 81 projects in WebAssembly. Specif-
ically, for these codebases, we enabled the testing option to
instruct the build process to compile test cases alongside the
source code (e.g., YAML CPP BUILD TESTS in yaml-cpp project).
When we run executable tests of 81 projects in x86-64
binary, 4,687 out of 4,691 tests pass and yield the expected
outcomes. However, the results surprisingly vary when we run
the corresponding JavaScript tests produced by Emscripten1.
Only 4,316 tests pass in WebAssembly, conveying 371 test
inconsistencies across the two binaries. A deeper analysis shows
that a significant portion of Wasm test failures can be resolved
by appropriately modifying compiler settings.

A. Fixable WebAssembly Test Failures

We now discuss the 3 types of WebAssembly test failures
that can be addressed by changing compiler settings.

1) Default-disabled compiler options: First, the default set-
tings of Emscripten are intended to generate high-performance
WebAssembly code. It omits support of constructs that intro-
duce additional overhead. For example, exception handling
in WebAssembly can lead to performance overhead, as the
mechanism required to handle exceptions, such as stack
unwinding and state management, is complicated and slows
down the program execution. Exception handling is therefore
disabled in Emscripten by default. In this case, if a program
throws an exception, it will not be caught, leading to a

1Throughout this study, we utilized Node.js as the runtime to execute
WebAssembly modules and their corresponding JavaScript glue code.

1 double divideNums(double numerator, double denominator) {
2 if (denominator == 0) {
3 throw std::runtime error("Division by zero error");
4 } return numerator / denominator;
5 }
6 int main() {
7 double num = 10.0, denom = 0.0;
8 try {
9 std::cout << "Result is " << divideNums(num, denom);

10 } catch(const std::runtime error& e) { // Breaks in Wasm
11 std::cout << "Caught exception: " << e.what() << std::endl;
12 }
13 }

> /home/user/ex.js:128
throw ex;

RuntimeError: Aborted(Assertion failed: Exception thrown, but
exception catching is not enabled)

at wasm://wasm/0009f20e:wasm−function[12]:0xf48

ex.wasm

ex.js

em++ p.cpp -o ex.js

no
de

ex
.js

(a) Compiling code by the default settings of Emscripten disables
exception handling at runtime. Throwing the exception in Line 3 will
abort the program without catch statement in Line 10 being executed.

1 typedef void (*func ptr void) (const char *);
2 typedef int (*func ptr int) (const char *);
3 void function(const char *message) {
4 printf("This is a message: %s\n", message);
5 }
6 int main() {
7 func ptr void original func = function;
8 func ptr int casted func = (func ptr int) original func;
9 original func("No problem with line 9");

10 casted func("Bomb!"); // Breaks in Wasm
11 }

> This is a message: No problem with line 9
/home/user/test/fp.js:128

throw ex;
RuntimeError: null function or function signature mismatch
at wasm://wasm/f5cdf64a:wasm−function[4]:0x308

fp.wasm

fp.js

emcc p.c -o fp.js

no
de

fp.
js

(b) Type casting of function pointers before function invocations does
not work in WebAssembly. Unlike the native binary, the invocation
on Line 10 triggers a runtime error when executed in WebAssembly.

Fig. 3: Sample code snippets to show how Emscripten with
its default settings produces high-performance WebAssembly
code by sacrificing the runtime reliability of the resulting code.

program crash (see Figure 3a). To avoid this issue, the compiler
flag NO DISABLE EXCEPTION CATCHING should be set to enable
runtime exception handling.

As another example, function pointers / references in Wasm
code must be invoked with the same type as declared. This is
enforced by the runtime check of type signatures for indirect
calls. While calling a function pointer after casting it to a
different type works in native binary, it leads to failures in
WebAssembly. Instead, one can change such invocations in the
code by writing an adapter procedure that calls the original
function without needing to cast, which requires familiarity
with the codebase. Emscripten also provides the compiler
flag EMULATE FUNCTION POINTER CASTS as a wrapper to each
function in the WebAssembly table to dynamically fix the
parameters and return type at runtime. Since runtime correction
incurs overhead, the default settings of Emscripten disable this
flag, which leads to runtime errors in such cases (see Figure 3b).

2) File access paradigms in C/C++ vs. JavaScript: The
second issue that causes many tests to fail in WebAssembly
comes from different file access paradigms in native C/C++ and
JavaScript code. Native C/C++ code usually calls synchronous
(blocking) file APIs in libc / libcxx, while JavaScript only
allows asynchronous file access (with callbacks). Moreover,



JavaScript code does not have direct access to the host’s file
system when running in the sandbox environment provided by
a web browser.

Emscripten provides a Virtual File System (VFS) that
emulates the local file system, allowing cross-compiled C/C++
code to access files through normal libc stdio and libcxx
fstream APIs [46]. As a limitation, files that need to be
accessed by C/C++ code should be preloaded / embedded into
the virtual file system when compiling into WebAssembly.
Emscripten does not offer an automated approach for this task.
The user is thus required to manually preload files into the
correct paths within the VFS so that Wasm code can access
them at runtime.

3) Memory restrictions: The third root cause of test failure
in WebAssembly involves memory restrictions. WebAssembly
programs divide their address space into two segments which
separately maintain the execution stack and program data. One
is managed by the WebAssembly module, and the other is
under the control of the VM where the Wasm code is executed.
The latter is commonly referred to as the control stack, which is
used to manage the execution flow of the program. It primarily
holds the function call frames, including the return address
and the base frame pointers.

For C/C++ programs with deeply recursive function calls, the
WebAssembly modules produced by Emscripten may trigger
an exceeded maximum call stack size error when executed in
the Node.js runtime environment. This error indicates that the
control stack is fully consumed and no longer able to store
call frames. To ensure reliable compilation of these programs,
the Wasm code can be optimized by using the −Oz flag which
aggressively minimizes code size and the depth of nested calls
by performing transformations such as selective inlining.

The default settings of Emscripten also impose restrictions
on the size of the heap and stack memory which are under the
control of WebAssembly modules. The default stack size for a
WebAssembly module is 64KB, which is significantly smaller
than that of native binaries (e.g., 8MB on Linux and 1MB on
Windows). In the case of programs that heavily store data in the
stack, the limited stack space leads to out-of-bounds memory
access errors at runtime. Since there is no way to enlarge the
stack size at runtime, one must increase it at compile time
using the compiler option STACK SIZE to make it large enough
for the program requirements. Otherwise, it silently breaks
down the execution while running Wasm code. Furthermore,
Emscripten restricts the size of heap memory allowed to be
allocated by the WebAssembly module. If it attempts to allocate
further than the default size, then a runtime error will occur.
Passing the compiler flag ALLOW MEMORY GROWTH to Emscripten
at compile time enables the memory array to grow at runtime.
These memory limitations also align with the Emscripten’s
goal of generating high-performance WebAssembly code.

Takeaways: Compilers are usually assumed to be trusted
software. Nevertheless, the default settings of Emscripten
as a widely-used WebAssembly compiler may not reliably
preserve code semantics due to (a) default-disabled compiler
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Fig. 4: Architecture of WASMCHECKER.

options, (b) file access paradigms in WebAssembly, and
(c) memory limitations imposed when generating Wasm code.

B. WASMCHECKER: A Differential Testing Framework

Since manually discovering and applying the necessary
compiler settings is time-consuming and error-prone, we instead
design and implement an automated pipeline for end-to-end
building and testing C/C++ codebases in WebAssembly. This in-
volves addressing the challenges identified in Section III and the
issues which lead to unreliable code semantics translation and
test failures, as discussed in Section IV-A. With this pipeline,
we build an integrated framework named WASMCHECKER for
differential testing between C/C++ programs compiled into
native x86-64 binaries and their WebAssembly counterparts.

1) Overview: The high-level workflow of WASMCHECKER
is illustrated in Figure 4. Given a codebase, including source
code and test cases, WASMCHECKER builds the codebase in
native binary using a C/C++ compiler and the CMake toolchain.
It then executes executable tests to capture their outcomes (see
green steps in Figure 4).

On the other hand, to build the codebase in WebAssembly,
WASMCHECKER first performs a lightweight static analysis
to extract source-level information. The code snippets in
Figure 3, for example, showed unexpected behavior at runtime
since the two intended flags, NO DISABLE EXCEPTION CATCHING
and EMULATE FUNCTION POINTER CASTS, were not enabled at
compile time. The source-level static analysis identifies that
these code snippets encompass exception handling and type
casting. This enables programmers who are not familiar with
the codebase to automatically turn on the required flags
when compiling into WebAssembly. By leveraging static
analysis, WASMCHECKER extracts language constructs from
the codebase and passes this knowledge to a transformer that
enables required flags accordingly. After modifying compiler
settings, WASMCHECKER builds the codebase in WebAssembly
using Emscripten and subsequently executes JavaScript tests
that instantiate Wasm modules using Node.js to capture test
outcomes (see blue steps in Figure 4).

As the final step, WASMCHECKER compares test outputs in
two different binaries and reports discrepancies, if any. The
next sections provide detailed descriptions of the static analysis
phase and the transformer, which clarifies the entire pipeline.

2) Static analyzer: The static analysis component uses
CodeQL [47], a code analysis engine that converts the codebase
into a database format, and makes it easier to query complex



information. It also provides its own declarative query language,
similar to SQL, allowing users to write arbitrary queries to
specify what patterns they look for. The query Q1 in the
following is an example that extracts cast expressions of
function pointers and their locations from a codebase:

Q1


from Cast expr

where expr.getUnderlyingType() instanceof FunctionPointerType

select expr, expr.getLocation().getFile()

Correspondingly, we use a set of predefined CodeQL queries
to extract codebase constructs. These queries, for example,
determine whether a codebase uses multithreading (to set
−pthread) or relies on exception handling (to set NO DISABLE
EXCEPTION CATCHING), function pointer / reference type casting

(to set EMULATE FUNCTION POINTER CASTS), and specific data
types, e.g., long double to set PRINTF LONG DOUBLE.

To preload the required files into the VFS, the static analyzer
extracts constant strings defined in source and test files, which
represent valid absolute or relative paths in the local file system
on which the compilation takes place. For example, given the
assignment const char∗ t = "../data/test.xml" in source
code, static analyzer identifies ../data/test.xml as the path
from which test.xml file must be accessible at runtime. With
this path as dst, it localizes the absolute path to test.xml in
the local file system as src. This mapping is finally passed
to the transformer to preload the test.xml file from src path
in the local file system to the dst path in the VFS by using
−−preload−file src@dst as a compile-time option.

3) Transformer: Based on the source-level information
extracted by the static analyzer, WASMCHECKER transforms
the CMake build script. For example, if CodeQL outputs a non-
empty table for the predefined query Q1, then the transformer
enables the EMULATE FUNCTION POINTER CASTS option to ensure
that problems around translating function pointers are properly
handled by the compiler.

Besides CodeQL-guided modifications, the transformer also
applies general changes to build scripts. It specifically disables
−Werror option to avoid build failures which result from
target-dependent warnings. Moreover, we omit incompatible
compiler options, such as −march and −Ofast, and disable stack
protection flags (e.g., −fstack−protector) to avoid undefined
symbol errors. Finally, to avoid runtime memory errors, the
transformer sets the stack size to 1MB alongside enabling the
ALLOW MEMORY GROWTH option and the −Oz optimization flag.

4) Evaluation: To evaluate the effectiveness of our frame-
work in finding and fixing build errors, faithfully compiling
the codebases into WebAssembly, and identifying semantic
discrepancies between native and Wasm binaries, we tested
WASMCHECKER on our collected exploratory dataset, and on
a random sample of additional C/C++ projects distinct from
the initial dataset to minimize evaluation bias.

As discussed in Section IV, manually compiling 115 code-
bases in our dataset with the default settings of Emscripten
resulted in the successful build of 81 projects with 4,691
executable tests overall. We also observed 371 test discrepancies

TABLE II: Testing results on the two collected datasets.

Dataset Compilation
Approach

Compiled
Projects

Total
Exe.Tests

Projects w/
Test Diffs

Total Test
Diffs

Exploratory Manual 81 4,691 58 371
(size: 115) WASMCHECKER 99

(81 + 18)
5,638

(4,691 + 947)
23

(19 + 4)
223

(36 + 187)

Validation Manual 18 221 14 34
(size: 20) WASMCHECKER 20 (18 + 2) 224 (221 + 3) 2 (2 + 0) 3 (3 + 0)

TABLE III: Overview of the collected validation dataset.

Functionality Projects KLOC Test Cases Exe.Tests

Utility (e.g., formatting, logging) 7 40 2,560 58
Data parsing/serialization/management 5 212 501 141
Mathematical/graphical/numerical computation 4 46 186 5
Algorithms and data structures 4 72 2,331 20

Total 20 370 5,578 224

across 58 codebases when running executable tests in two
distinct binaries, x86-64 and WebAssembly.

Once again, we utilized WASMCHECKER across our entire
dataset to build and test 115 codebases in WebAssembly.
Table II presents the results of this experiment.

We observed that WASMCHECKER resolved 25 (57%)
build errors and compiled 99 (86%) codebases, comprising
5,638 executable tests, into WebAssembly without errors.
This involves 81 projects (having 4,691 tests) for which the
manual compilation was also successful and 18 previously
uncompilable ones (having 947 tests). WASMCHECKER also
reported that among these 99 codebases, 23 have at least
one test with inconsistent outputs in two binaries. Altogether,
it reported 223 test discrepancies across these 23 codebases.
Specifically, 36 discrepancies appear in 19 of 81 projects, and
187 arise from 4 of those 18 projects that WASMCHECKER
built beyond the manual compilation.

Accordingly, WASMCHECKER could compile 18 (22%) more
codebases, showcasing its effectiveness in fixing build issues.
A comparison over 81 projects shows that these codebases
generate approximately 10× fewer test inconsistencies when
compiled using WASMCHECKER (36 vs. 371). This indicates
the higher reliability of Wasm binaries which are produced by
WASMCHECKER and its effectiveness for automatic adjustment
of compiler settings, as explained in Section IV-A.

We also evaluated WASMCHECKER on a separate set of
unseen codebases to confirm that our results are generalizable
beyond the exploratory dataset. We used the same API-based
querying employed in Section II-B to randomly collect 35 new
C/C++ projects hosted on GitHub, apart from the exploratory
dataset which we used to learn from. We also applied a similar
two-phase refinement on the new validation dataset, resulting
in a final dataset of 20 projects with 5,578 test cases, as
summarized in Table III. Table II also shows the performance
of WASMCHECKER on this validation dataset.

Observe that WASMCHECKER could build all 20 codebases
in WebAssembly, while manual compilation succeeded for 18
projects. Furthermore, running executable tests, which were
obtained by manual cross-compilation of 18 codebases, resulted



1 std :: unordered map<vertex id t, int> welsh powell coloring(const GRAPH& graph) {
2 using deg vertex pair = std :: pair<int, vertex id t >;
3 // Sort vertices by degree in descending order
4 std :: vector<deg vertex pair> deg vertex pairs;
5 for (const auto& [vertex id, ] : graph.get vertices() ) {
6 int degree = properties::vertex degree(graph, vertex id);
7 deg vertex pairs.emplace back(degree, vertex id);
8 }
9 std :: sort(deg vertex pairs.rbegin(), deg vertex pairs.rend());

10 std :: unordered map<vertex id t, int> color map;
11 for (const auto [ , curr vertex] : deg vertex pairs) {
12 int color = 0; // Start with color 0 & check colors of adjacent vertices
13 for (const auto& neighbor : graph.get neighbors(curr vertex)) {
14 // Increment the color if a neighbor is already colored with this color
15 if (color color map.contains(neighbor) && color map[neighbor] == color)
16 color = color + 1;
17 } color map[curr vertex] = color; // Assign the color to the current vertex
18 } return color map;
19 }
20 TYPED TEST(WelshPowellTest, CompleteGraph) {
21 /* ... Code section to create a complete graph with 4 vertices ... */
22 auto coloring = welsh powell coloring(graph);
23 std :: unordered map<vertex id t, int> expected = {{3,0},{2,1},{1,2}{0,3}};
24 ASSERT EQ(coloring, expected); // Check if the coloring is as expected
25 }

Test execution in WebAssembly

10: color map←{ }
11–12: curr vertex←3, color←0
13–16: !color map.contains(0)
13–16: !color map.contains(1)
13–16: !color map.contains(2)
17: color map[3]←0, color map: {(3,0)}
11–12: curr vertex←2, color←0
13–16: !color map.contains(0)
13–16: !color map.contains(1)
13–16: color map.contains(3)∧ color map[3]=0, color←1
17: color map[2]←1, color map: {(2,1) ,(3, 0)}
11–12: curr vertex←1, color←0
13–16: !color map.contains(0)
13–16: color map.contains(2)∧ color map[2]!=0
13–16: color map.contains(3)∧ color map[3]=0, color←1
17: color map[1]←1, color map: {(1,1) ,(2, 1) ,(3, 0)}
11–12: curr vertex←0, color←0
13–16: color map.contains(1)∧ color map[1]!=0
13–16: color map.contains(2)∧ color map[2]!=0
13–16: color map.contains(3)∧ color map[3]=0, color←1
17: color map[0]←1;
17: color map: {(0,1) ,(1, 1) ,(2, 1) ,(3, 0)}

Test execution in x86-64

color map←{ }
curr vertex←3, color←0
!color map.contains(2)
!color map.contains(1)
!color map.contains(0)
color map[3]←0, color map: {(3,0)}
curr vertex←2, color←0
color map.contains(3)∧ color map[3]=0, color←1
!color map.contains(1)
!color map.contains(0)
color map[2]←1, color map: {(2,1) ,(3, 0)}
curr vertex←1, color←0
color map.contains(3)∧ color map[3]=0, color←1
color map.contains(2)∧ color map[2]=1, color←2
!color map.contains(0)
color map[1]←2, color map: {(1,2) ,(2, 1) ,(3, 0)}
curr vertex←0, color←0
color map.contains(3)∧ color map[3]=0, color←1
color map.contains(2)∧ color map[2]=1, color←2
color map.contains(1)∧ color map[1]=2, color←3
color map[0]←3;
color map: {(0,3) ,(1, 2) ,(2, 1) ,(3, 0)}

Fig. 5: Implementation of a graph coloring algorithm adapted from the Graaf library [48] as an example to represent how
non-uniform implementations of data structures across different standard libraries affect the program’s flow and the test output.

in 34 test discrepancies across 14 projects. This however
dropped to only 3 test inconsistencies across 2 projects when
we ran tests compiled using WASMCHECKER.

We carefully analyzed 226 test discrepancies reported by
WASMCHECKER in both experiments and identified 220 as
true alarms which denote semantic divergence among binaries.
This shows the effectiveness of WASMCHECKER in precisely
identifying cases where Emscripten inevitably fails to preserve
original code semantics. We devote Section IV-C to elaborating
on the root causes of these cases.

5) Limitations: One important limitation of our framework,
which leads to 6 false alarms, is its heuristic-based method for
automatic file embedding. Currently, WASMCHECKER does
not use advanced types of analysis (e.g., string analysis [49])
to discover which files in the local file system need to be
embedded in the virtual file system and where. Note that the
correct path to a file in the VFS may not be simply defined
within the codebase as a constant / string literal and may instead
be dynamically calculated (e.g., by concatenating the path to a
base directory with the expected filename).

Also note that WASMCHECKER does not perform source
code adaptation and only addresses build failures through the
adjustment of compiler settings and build commands. Among
the challenges identified in Section III, WASMCHECKER
can fully address build failures arising from incompatible
compiler options and target-dependent warnings. It also partially
addresses missing third-party libraries and undefined symbol
errors. The former is confined to the libraries available on [44],
and the latter is limited to the errors arising from (a) enabling
SSP or (b) the missing definition of symbols that are supported
in the case of enabling specific compiler options.

On the other hand, WASMCHECKER cannot address failures
occurring due to architecture- or platform-specific instructions
within the source code and those stemming from unsupported
API calls. Indeed, addressing these issues requires significant
changes in the source code, which falls outside the scope of

this paper but would be a worthwhile future direction.

C. Semantic Divergence Among Binaries

We now discuss the root causes of true test discrepancies
identified by WASMCHECKER which were confirmed through
manual analysis.

1) Different standard libraries: Emscripten relies on musl
and LLVM libc++ as the C and C++ standard libraries
respectively when compiling code into WebAssembly. On
the other hand, native C/C++ compilers typically utilize
the operating system’s native standard libraries, in our case,
glibc and libstdc++. Non-identical implementations of these
standard libraries can result in semantic discrepancies between
Wasm and native binaries. For example, musl has subtle
differences in memory management, thread handling, and locale
support compared to glibc. Similarly, libc++ handles certain
data structures and exceptions differently from libstdc++. The
code compiled into WebAssembly may therefore show different
functional behaviors compared to its native x86-64 counterpart,
thereby affecting the program’s logic.

Consider the code in Figure 5 which implements a graph
coloring algorithm. We expect this code to assign a different
color to each vertex when the given test is executed over a
complete graph. The welsh powell coloring function behaves
correctly in native x86-64 binary since the get neighbors
method provides adjacent vertices in descending order of their
vertex ids. In WebAssembly, however, this method returns a
differently ordered set, which changes the loop traversal and
the code execution flow.

Consider the test case in Figure 6 as another example. This
test is designed to ensure that the logging process behaves
as expected in the case of an error in file access operations.
It attempts to open a file which does not exist in the file
system. If the file unexpectedly opens, the code triggers a
failure by calling the FAIL() handler function. Otherwise, it
logs a message using the provided logging macro PLOG(INFO).



1 TEST(PLogTest, WriteLog) {
2 std :: fstream file ("/a/ file /that/does/not/exist.txt", std :: fstream::in) ;
3 if ( file .is open()) { FAIL(); /* We do not expect to open file */ }
4 PLOG(INFO) << "The plog";
5 std :: string expected = BUILD STR(getDate() << " The plog: No such file or directory [2]\n");
6 std :: string actual = tail (1) ;
7 EXPECT EQ(expected, actual); // Check if the log is as expected
8 }

Fig. 6: Example test case adapted from the Easylogging
library [50], which yield different outcomes in x86-64 and
Wasm binaries due to inconsistent error numbers in errno.h.

The recorded log is expected to be a string including the
current date and the appropriate message followed by a specific
error number 2 which corresponds to ENOENT macro defined at
errno.h in libc. On the other hand, the musl library which
is used by Emscripten borrows the error numbers from the
WebAssembly System Interface (WASI). It therefore defines
a different error number (i.e., 44) for the errors which occur
when attempting to open non-existent files. Accordingly, the
log statement retrieved by tail(1) does not match the string
expected, and the test fails in WebAssembly.

Overall, different implementations of standard libraries may
rely on different hashing mechanisms for data structures such as
sets and maps, which affect the order in which elements appear
within these structures. In addition, error numbers and static
members of template classes such as std::numeric limits,
which represents properties of arithmetic types, may be
assigned different values by different libraries. We observed
13 discrepancies among test outcomes, which stem from
implementation inconsistencies between the standard libraries
used by GCC / Clang and Emscripten.

2) Unsupported system calls and APIs: Native binaries are
directly executed by the operating system on the hardware,
and take full advantage of the processor and system features
available on a platform. On the other hand, WebAssembly
code is executed within a sandboxed VM that restricts resource
access (e.g., to file systems and network interfaces). WebAssem-
bly instead relies on the browser APIs or the embedding
environment for file access, networking, and other system-level
operations.

1 int get child() {
2 int pid = fork() ;
3 if (pid > 0) {
4 return pid;
5 } return 0;
6 }

1 extern int get child() ;
2 int child pid = get child() ;
3 if (child pid > 0) {
4 /* some lines of code */
5 }

Fig. 7: Code with the
fork system call.

As mentioned in the previous sec-
tions, there is a class of system-level
POSIX APIs that are currently unsup-
ported by Emscripten. If a codebase
uses such APIs, Emscripten generates
an undefined symbol error when compil-
ing that code. There also exist unimple-
mented system calls (e.g., fork, exec)
that do not break the compilation pro-
cess by introducing errors. In contrast,
they always fail when executed. For
example, the code fragment in Figure 7 relies on the fork
system call. Although this code is smoothly compiled into
WebAssembly, the if-condition on Line 3 evaluates to false
at runtime and the code on Line 4 remains unexecuted. This
occurs since Emscripten does not emulate the functionality of

the fork system call, which thereby causes the invocation on
Line 2 to return -1.

As another example, given C programs that utilize TCP
networking using POSIX socket APIs, Emscripten tries to
mimic the connection over WebSockets. Nevertheless, this
emulation is currently incomplete, which causes runtime
failures of unsupported socket primitives. Overall, we identified
197 discrepancies in test outcomes which occurred due to
unsupported system calls / APIs.

3) WebAssembly language features: The core specification
of WebAssembly is intended to address the problem of safe,
fast, portable, low-level code on the web [1]. To achieve this
goal, WebAssembly introduces new features which result in
differences in code execution compared to native binaries.
For example, both direct and indirect calls are subject to
dynamic type checking in WebAssembly, which prevents the
execution of functions in the case of a signature mismatch.

1 int func();
2 int main() { func(); }

1 void func() {
2 /* some lines of code */
3 }

Fig. 8: Example of
inconsistent function
definition in C/C++.

Accordingly, running the Wasm binary
of the code in Figure 8 results in a
runtime error whose description is the
string unreachable. This issue specifi-
cally arises from a mismatch between
the declaration and the definition of the
function func. In contrast, we observed
smooth execution of the corresponding
x86-64 binaries which were produced
by GCC and Clang. We identified 1 test with inconsistent
behavior in the two binaries, which occurs due to similar
runtime type checks.

4) Compiler bugs: We also identified several bugs within
the Emscripten compiler toolchain which are responsible for
unexpected Wasm code behaviors. In these cases, although the
WebAssembly code was successfully built, discrepancies were
introduced in their semantics, which resulted in different test
outcomes in WebAssembly and x86-64 binaries.

For example, an implementation bug in the file system
emulation layer prevents empty directories from being loaded
into the virtual file system. Consider the Figure 9 using which
we describe how this bug affects the program behavior. The
right-hand portion of this figure visualizes the file system’s
structure starting from the dir directory, which includes a
text file and two subdirectories, empty and non−empty. Given
this hierarchy, the code snippet on the left opens the dir
directory and iterates over the entries within it. This program
also executes the code section on Line 5 when it encounters
the empty directory.

Notice that on a native platform which allows the execution
of x86-64 binaries, the if-condition on Line 4 evaluates to
true. This allows the code on Line 5 to be executed as well.
On the other hand, when we use Emscripten and preload the
entire dir in its VFS using −−preload−file option, the empty
directory is excluded, and therefore the cross-compiled Wasm
code does not execute the section which resides on Line 5.

Overall, we identified 7 bugs within the Emscripten compiler,
including 6 new bugs confirmed by developers, which resulted
in a total of 14 test inconsistencies between the two binaries.



1 DIR* dir = :: opendir("/path/to/dir"); dirent* entry;
2 if (! dir ) {std :: cout << "dir is null"; exit (0) ;}
3 while(( entry = :: readdir( dir)) != nullptr) {
4 if (! strcmp( entry−>d name, "empty")) {
5 /* some lines of code */
6 }
7 } ...

> :/path/to/dir$ tree
.
|−− data.txt
|−− empty
|−− non−empty

‘−− program.c
2 directories, 2 files

Fig. 9: Example code fragment to show the impact of a bug
in the Emscripten’s VFS emulation on the program behavior.

Takeaways: The Emscripten compiler with user-specified
settings still does not necessarily preserve original code
semantics in Wasm binaries because of several reasons:
(a) Traditional C/C++ compilers and WebAssembly compilers
use different standard libraries with differing implementations
of data structures and algorithms. (b) WebAssembly compilers
do not fully emulate the functionality of all system-level
APIs / system calls. (c) WebAssembly provides new features
(e.g., dynamic check of function signatures), which may differ
from native binaries, to ensure the safe and fast execution of
code. (d) WebAssembly compilers still contain bugs, which
can affect the semantics of the resulting binaries.

V. DISCUSSION AND FUTURE WORK

We have discussed the main findings and key takeaways of
this study within each section. We now review further insights
from our work that suggest promising directions for future
research. We hope these insights highlight avenues to improve
WebAssembly compilers and streamline high-level language
code reuse in widespread WebAssembly applications.

First, the current version of WebAssembly imposes a tradeoff
between execution performance and code reusability. Although
recent proposals extend WebAssembly’s capabilities to support
various C/C++ language features, such as exceptions, these
proposals need to be improved in terms of performance cost.
Developing compiler-level techniques to mitigate execution
overhead without sacrificing the runtime reliability of code is
also another direction for future research.

Second, WebAssembly code runs in a sandbox environment
without direct access to underlying system resources. The
file system access operations therefore must be emulated to
perform through a virtual file system over browser APIs. As we
noted earlier, identifying files which need to be embedded into
this virtual file system complicates WebAssembly compilation
process. Advanced static / dynamic analysis techniques can be
leveraged to perform precise file embedding.

Finally, as we discussed in Section IV-B5, developing
automatic techniques for reliable source code adaptation is also
an important direction which further addresses the challenges in
Section III and streamlines legacy code reuse in WebAssembly.

VI. THREATS TO VALIDITY

Our study might be potentially subject to several threats,
including the representativeness of the chosen codebases and
the correctness of the analysis methodology.

Regarding the representativeness of the codebases in the
dataset, we selected real-world C/C++ projects hosted on

GitHub which contain test cases and a CMake build script (i.e.,
CMakeLists.txt). While our collected dataset offers valuable
insights, it might not be fully representative of the broader
landscape of the challenges which are encountered when using
legacy code in WebAssembly.

Another threat concerns the correctness of the analysis
methodology. We confine the analysis of code semantics to
those functional behaviors that can be evaluated using a set
of predefined test cases. To alleviate this threat, we used real-
world codebases from public repositories with over 50 stars.
This serves as a proxy for project maturity to ensure that we
use codebases with diverse and comprehensive test suites.

VII. RELATED WORK

1) Analyzing binary security of WebAssembly: There is
a large body of research on WebAssembly binary analysis,
particularly for security purposes [25]–[27], [51]–[67]. The
closest work to ours is by Stiévenart et al. [26], who con-
ducted a comparative analysis of vulnerable code behavior in
WebAssembly and x86-64. Through manual compilation of
benchmarks in the Juliet C/C++ test suite [68] into Wasm,
their work showed that negligent code compilation may expose
security vulnerabilities in WebAssembly applications. Instead of
targeting small, synthetic, vulnerable programs, we analyze the
functional behavior of real-world codebases in WebAssembly
and x86-64 using an automated differential testing framework
and by taking advantage of open-source tests.

2) Differential testing for bug diagnosis in compilers:
Differential testing—which involves comparing multiple imple-
mentations of the same specification—has been established as a
highly effective technique for detecting software bugs [69]–[74].
Csmith [70] is a randomized code generation tool that leverages
differential testing for bug discovery in C compilers. Inspired
by Csmith, RustSmith [71] randomly generates programs
that conform to the type system of Rust in terms of rules
related to borrowing and lifetimes, guaranteed to yield a well-
defined output for differential testing of Rust compilers. These
approaches use differential testing to detect bugs in compilers
of a specific language. In contrast to these papers, which focus
on multiple compilers that target the same architecture, we use
differential testing to identify discrepancies between compilers
targeting different architectures.

3) Differential testing among WebAssembly runtimes:
Researchers have also broadly used differential testing to
analyze discrepancies among Wasm runtimes [75]–[82]. Since
WebAssembly does not mandate a specific implementation,
different WebAssembly engines may vary in how they apply
the specification. Perényi et al. [75] and Hamidy et al. [76]
employed differential fuzz testing to identify bugs and discrep-
ancies in browser-based WebAssembly engines. WADIFF [77]
generates sufficient test cases by combining a DSL transformer
with a symbolic execution engine. WASMaker [80] creates
diverse WebAssembly codes by assembling basic elements from
real-world Wasm binaries and applying mutation strategies.
WarpDiff [78] applies differential testing in a different domain
to detect performance issues in server-side Wasm runtimes.



VIII. CONCLUSION

We conducted a two-phase study to investigate the capability
of WebAssembly compilers to realize code reusability. We
categorized failures that one might encounter when compiling
legacy C/C++ code into Wasm and developed a differential
testing framework, WASMCHECKER, to test the semantic
equivalence of WebAssembly and x86-64 binaries. Using
WASMCHECKER and a set of open-source C/C++ codebases,
we showed that WebAssembly compilers do not necessarily
preserve source code semantics in the resulting Wasm binaries.

DATA AVAILABILITY

Our dataset of open-source projects, WASMCHECKER’s
source code, and the replication scripts are available at [83].
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